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Expanded Offerings Improve Security Posturing and Provide Strong Defenses Against Identity-Based Threats

LAS VEGAS, Oct. 15, 2024 (GLOBE NEWSWIRE) -- Today at Oktane2024, Zscaler and Okta announced four new integrations designed to accelerate
their mutual customers' zero trust transformation. By delivering end-to-end, context-aware security, Okta and Zscaler are helping customers reduce
risk, improve the user experience, and enable cross-domain response through shared telemetry and threat intelligence.

“The integrations announced today significantly deepen our collaboration with Okta and our commitment to keeping our customers secure,” said Amit
Raikar, Vice President, Technology Alliances and Business Development, Zscaler. “Together, we are focused on helping customers strengthen their
zero trust security posture in an increasingly complex risk environment, where rigorously managing user identities and enforcing adaptive access
controls is more crucial than ever.”

“In the AI era, the only way to effectively protect customers is by rallying the security ecosystem. Point security solutions address individual areas but
don’t integrate with one another, which increases complexity,” said Stephen Lee, vice president of Technical Strategy and Partnerships at Okta. “That’s
why Okta and Zscaler have invested in deep integrations that accelerate the zero trust journey and elevate the security posture of our mutual
customers worldwide.”

Organizations continue to navigate the complexities of securing the growing number of remote users, cloud applications, and hybrid IT environments.
Both Zscaler and Okta are committed to delivering deep integrations that enhance secure access to cloud and web applications while minimizing user
disruptions. Our newest integrations deliver:

Adaptive Access Policy Enforcement: The Zscaler Adaptive Access and Okta integration allows organizations to enforce
context-based access policies that dynamically adjust based on the changing risk context of the user. These include
password expiration, credential compromise, account recovery, or high-risk user behavior. Zscaler’s ingestion of Okta’s
user risk telemetry expands upon an earlier integration, where Identity Threat Protection with Okta AI ingests risk telemetry
from Zscaler Deception to respond to credential compromise or insider attacks. With the new integration, risk telemetry is
exchanged bidirectionally between Okta and Zscaler, enhancing threat detection and response.

1. 

Dynamic Step-Up Authentication: The Zscaler Adaptive Access can trigger step-up authentication with Okta Workforce
Identity Cloud (WIC) to add an extra layer of security when Zscaler detects higher-than-usual risky user behavior. In such
scenarios, step-up authentication dynamically requires the user to comply with stronger forms of authentication before
access to sensitive resources, such as Salesforce, is granted.

2. 

Security Data Contextualization and Unified Vulnerability Management: Zscaler's Data Fabric for Security enriches
and aggregates data from Okta logs with concurrent data streams to provide contextualized, real-time insights into
vulnerabilities and exposures across the enterprise ecosystem. Easy to set up and configure, this solution provides a
dynamic risk assessment of an organization via a simple dashboard to accelerate security remediation.

3. 

Zero Trust Partner Access: Zscaler’s Zero Trust Exchange cloud security platform, with natively integrated cloud browser
isolation (CBI), enables secure, agentless access to web applications. It allows external third-party users and partners to
instantly access corporate resources from their devices, while protecting enterprise applications and preventing data loss.
Okta complements this by streamlining identity and access management (IAM) for IT administrators with Okta Universal
Directory. This enables them to manage users and policies, automate app assignments, and onboard more securely and
quickly.

4. 

For more information about this integration, please get a copy of the solution brief.

About Zscaler
Zscaler (NASDAQ: ZS) accelerates digital transformation so customers can be more agile, efficient, resilient, and secure. The Zscaler Zero Trust
Exchange™ platform protects thousands of customers from cyberattacks and data loss by securely connecting users, devices, and applications in any
location. Distributed across more than 150 data centers globally, the SASE-based Zero Trust Exchange™ is the world’s largest in-line cloud security
platform.

Zscaler™ and the other trademarks listed at https://www.zscaler.com/legal/trademarks are either (i) registered trademarks or service marks or (ii)
trademarks or service marks of Zscaler, Inc. in the United States and/or other countries. Any other trademarks are the properties of their respective
owners.

Forward-Looking Statements

This press release contains forward-looking statements that are based on our management's beliefs and assumptions and on information currently
available to our management. These forward-looking statements include the expected benefits of the new integrations to Zscaler’s product offerings
and to our customers. These forward-looking statements are subject to the safe harbor provisions created by the Private Securities Litigation Reform
Act of 1995. A significant number of factors could cause actual results to differ materially from statements made in this press release, including those
factors related to our ability to successfully integrate these enhancements. Additional risks and uncertainties are set forth in our most recent Annual

https://www.okta.com/products/identity-threat-protection/
https://www.okta.com/workforce-identity/
https://www.globenewswire.com/Tracker?data=TKbd7GaHUJSGkivy6raSawNe-as4RBhjnkiIh4RCT9xmDtAN-N0watlAk73MP2kSXSiJ7IuSVGH0qZ7d8FU21b0BrLEZqQ877naiOn-fchu947l1ep5xXfC9EDRu-ZUBDDdJIJHJlBjMVBMEtSOI8Q==
https://www.globenewswire.com/Tracker?data=p71uSCEaPQMt3N_u8Ss8yoFcVcpZt3w166-GWXME-3d6XKFBqp-mIDvd2N1ATpS6C-PH6kQ25hLzXZNDhbUk81XICy-PZdkmXhxA2xR_8DO1S-2YWd6kTuYKVyXKUcYIFi9bRyQxqDZz1LpeDZlqfw==


Report on Form 10-K filed with the Securities and Exchange Commission (“SEC”) on September 12, 2024, which is available on our website at
ir.zscaler.com and on the SEC's website at www.sec.gov. Any forward-looking statements in this release are based on the limited information currently
available to Zscaler as of the date hereof, which is subject to change, and Zscaler will not necessarily update the information, even if new information
becomes available in the future.

About Okta

Okta is the World’s Identity Company. As the leading independent Identity partner, we free everyone to safely use any technology—anywhere, on any
device or app. The most trusted brands trust Okta to enable secure access, authentication, and automation. With flexibility and neutrality at the core of
our Okta Workforce Identity and Customer Identity Clouds, business leaders and developers can focus on innovation and accelerate digital
transformation, thanks to customizable solutions and more than 7,000 pre-built integrations. We’re building a world where Identity belongs to you.
Learn more at okta.com.
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